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| Software Description

This software tool is design for personal use with simple security features for the
computer systems. The software creates a encryption data to the usb flash drive
and the user has to logon to the computer using the configured usb flash drive.
Therefore the usb flash drive acts like a key for the computer. Users do not need
to remember password and encryption is not dependant on windows system
itself. The encrypted data is completely proprietary information.

Minimum Software Requirements
Windows XP or 2000

Pentium IV 2 MHz

256 Mb Ram

1 USB slot

64 Mb USB Flash Drive




| Installation Process

Follow the steps below for installing the Blue Micro USB Flash Drive Logon. The screen
shots will only cover the installation process and admin operation system.

Step 1 : Click on download button at flash layout presentation. If you have
download from the internet then you can skip step 1 and just double click
on the BMS_Flash_Logon.exe setup file to start installation.
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Step 2 : After double clicking on the BMS_Flash_Logon.exe, this screen will appear
as below. Just click next to continue.

e} Setup - Blue Micro USB Flash Drive Logon A=l

Welcome to the Blue Micro USB
Flash Drive Logon Setup Wizard

Thiz will inztall Elue Mizro USE Flash Drive Logon 1.0 on pour
computer.

It iz recommended that pou close all other applications before
continuing.

Click Mext to continue, or Cancel to exit Setup.

[ M et = ][ Cancel l

Step 3 : Read carefully the ‘End User License Agreement’ and click on the radio
button ‘I accept the agreement* and click next to continue.

i

License Agreement
Fleaze read the following impartant infarmation before continuing.

Pleaze read the following Licenze Agreement. v'ou must accept the terms of this
agreement before continuing with the inztallation.

End User Licenze Agreement s

Thiz End-Uzer License Agreement ["EJLA"] iz a legal agreement bebween pou
[either an individual ar a zingle entity) and Blue Micro Solutions for the uze of Blue
Micro USE Flash Drive Logon SOFTWARE PRODUCT and between you and the
digtributors ["Distibutors' of thi SOFTWARE PRODUCT. You agree to be bound
by the terms af this ELILA far the usage of thizs SOFTWARE PRODUCT by
inztalling, copying, downloading, acceszsing, distibuting, or othenwize using this
SOFTWARE PRODUCT. If you do not agree to the termz of thiz ELILAS, pou may
not uge, distribute or copy the SOFTWARE PRODUCT and vou should pranmptiy
remove all copies of this SOFTWARE PRODUCT from your maching,

@ | accept the agresment

(| do not accept the agreement

< Back ” Meut » ][ Cancel




Step 4 . Creating a desktop icon is automatically configured but if wish
not to have a desktop icon, you can uncheck and click next to continue

s’ Setup - Blue Micro USB Flash Drive Logon

Select Additional Tazks H
Which additional tazks should be performed?

Select the additional tazks pou would like Setup to peform while inztaling Blue Micro

USE Flazh Drive Logon, then click Mest.

Additional icons:

Create a desktop icon

l < Back ” Mest » l[ Cancel

Step 5 : Click ‘Install’ button to copy all the important files into your system.

15 Setup - Blue Micro USB Flash Drive Logon

Ready to Install 5

Setup iz now ready to begin instaling Blue Micro 1SEB Flagh Drive Logon of pour ’
computer.

Click Inztall to continug with the installation, or click Back. if you want b revigw or
change any settings.

Additional tasks:
Additional icons:
Create a desktop icon

¢ Back ” Ingtall l[ Cancel




Step 6 : Wait for the file installation system to complete.

! Setup - Blue Micro LISB Flash Drive Logon

Installing
Pleaze wait while Setup inztalls Blue Micro SE Flash Dive Logon on pour
cornputer.

Extractng files...
C:\BMS_Flash_Drive\TABCTL32.00Ck

Cancel

Step 7 : After the installation is complete, a pop-up will appear to register a
system file. Click ‘OK’ to close the frame.
SEE

Completing the Blue Micro USB
Flash Drive Logon Setup Wizard

Setup has finizhed instaling Blue Micra USE Flash Drive Logan
on your computer, The application may be launched by
zelecting the inztalled icons.

RegSvr32

L3
‘!J’) DlR.eqisterServer in Ci\WINDOWS sy stem32\MSSTOFMT, OLL succeeded.




Step 8 : Finally the installation is completed and ‘FINISH’ button to exit
installation.

5 Setup - Blue Micro USB Flash Drive Logon g|§”g|

Completing the Blue Micro USB
Flash Drive Logon Setup Wizard

Setup has finizhad instaling Blue Micra USE Flazh Drive Logan
on your computer, The application may be launched by
selecting the installed icons.

Click Finizh to exit Setup.




| Software Operations

Read carefully to understand the software operations. This part of the document
describes the creation of your usb flash drive key encryption and enabling it to your
computer security. After completing the steps below, restart or log off your computer.
Then you are required to insert your usb flash drive to logon to your windows xp or 2000
user account.

1) Goto Start->Programs->Blue Micro USB Flash Drive Logon and click on the
icon Blue Micro USB Flash Drive Logon. Then you see this frame appear
as below. There are basically 2 main menus for the software operation which
is ‘Configure Logon’ and ‘Enable / Disable Logon’

il Blue Micro Flash Drive Logon Admin

Blue Micro USB Flash Drive Logon Admin .. Your PenDrive I

Configure Logon | Enable / Disable Logon | About Us

Username : userl

Enter your 14-digit accesscode : |
[only numbers are allowed])

Create My Flash
Drive Key

location [ e.g.: F ]

Pleaze configure your pendnvye : I
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2) The ‘Configure Logon’ displays your current user account name. It consist
of 14 digit access code for the usb flash drive key encryption and the usb flash
drive location. Just enter 14 digit access code number in the textbox. Only

numeric value is allowed.

. Blue Micro Flash Drive Logon Admin

Blue Micro USB Flash Drive Logon Admin

.I Your PenDrive !I

Configure Logon | Enable / Disable Logon |

About Us

Username : userl

Enter your 14-digit accesscode : |?5?5?535355?37‘|
[only numbers are allowed]

Please configure your pendrive :

location [ e.g.: F ] J

Create My Flash
Drive Key

Designed by Blue Micro Solutions

3) Now enter your usb flash drive location (Eg F, G, H ,I ) and click
‘My Flash Drive Key’ button. Make sure you have inserted your usb
flash drive into the usb slot. Otherwise the encryption key cannot be created.

w. Blue Micro Flash Drive Logon Admin

Blue Micro USB Flash Drive Logon Admin

.| Your PenDrive !I

Configure Logon | Enable / Disable Logon |

About Us

Username : userl

Enter your 14-digit accesscode © |FE7E7EREE5E7E7
[only numbers are allowed]

Pleaze configure your pendrive @ |j

location [ e.g.: F ] !

Create My Flash
Drive Key
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4) If not sure of your usb flash drive location, goto Desktop->My Computer.

The screen shot is shown below. Based on the screen shot below, the
location of the usb flash drive is F
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5) After clicking the ‘My Flash Drive Key' button, a pop-up message will appear
stating that you can enable/disable your computer to logon using your usb
flash drive. Click ‘OK’ to close the message box.

6) Click at ‘Enable / Disable Logon’ tab menu. The user account logon and
computer logon is disable by default. Now click the ‘Disable’ button to
active the user logon.
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Important

User logon will only enable your current user account to logon using usb flash drive. It
will not effect other user accounts in the computer until the other users enable it.
However just enabling the user logon only does not complete the process, you must also
enable the computer logon for the whole computer to be activated using this software.
The computer administrator mode is allowed to activate the computer logon.

7) User logon status and the button caption will now display ‘Enable’ . Now click
the ‘Disable’ button for the computer logon below.
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8) Computer logon status and the button caption will now display ‘Enable’ .

9) Restart your computer and wait for the windows logon to start.
10) Click or enter your username account to access windows system.

11) Then you see a window frame displaying a message to enter your
configured usb flash drive.

12) Insert your configured usb flash drive to access the windows system.
Otherwise you be log off from the windows system or access denied.

Important
If you are facing any serious problem after installing this application, you can reinstall

windows xp or 2000 without formatting your computer. This process will reinstall
windows xp or 2000 by restoring your computer settings back to normal without effecting
windows configurations.
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